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HanpasAseT A/ cBefeHun pa3paboTaHHble BpemeHHoM Komuccuen Coseta Pegepaumnn no passuTmio
MHPOPMALMOHHOTO 06LLECTBA METOANYECKME PEKOMEHAALLMM O pasMeLLeHUN Ha MHOOPMALMOHHbIX
CTeHZax, opULUMaNbHbIX MHTEPHET-CaMTax U APYrMX MHGOPMALMOHHbIX pecypcax
061Le06pa3oBaTeNbHbIX OPraHN3aLUIn U OPraHOB, OCYLLECTBAAIOLLMX yNpaBaeHue B chepe 06pa3oBaHus,
nHdopmauum o 6esonacHom NOBeAEHUN U UCMONb30BaHUK ceTh "UHTepHeT".

OupeKktop JenaptameHTa
A.E.NETPOB

Mpunoxkenune

METOAWNYECKME PEKOMEHAALUN

O PASMELWEHNU HA UHPOPMALMOHHbIX CTEHAAX, OPULIMANIbHBIX
WHTEPHET-CAUTAX U APYTMX UHOGOPMALIMOHHbIX PECYPCAX
OBLLEOBPA30OBATE/IbHbIX OPTAHU3ALMA U OPTAHOB, OCYLLECTBNAIOLLUX
YNPABNEHUE B COEPE OBPA3OBAHUA, UHOOPMALIUU O BE3OMNMACHOM
NOBEAEHUU U UCNO/1b3OBAHUU CETU "UHTEPHET"

dKcnepTamu 1 YyieHamm BpemeHHoi komuccnmn Coseta Pegepaumnm no passUTUIO MHGOPMALMOHHOTO
obuiecTBa B pamMKax BbINOJIHEHMA PEKOMEHAALUNM NapAaMEHTCKUX C/yLWaHU "AKTyaibHble BOMPOChHI
obecneyeHnn 6e30MacHOCTU U Pa3BUTUA AeTeN B UHGOPMALMOHHOM NPOCTPAHCTBE", KOTOPblE NPOLAM B
Cosete Pegepaunn 17 anpens 2017 r., 66111 pa3paboTaHbl METOAMYECKME PEKOMEHAALNN O
pa3meLLeHMM Ha MHPOPMALMOHHBIX CTeHAaX, 0OULMNANBbHBIX MHTEPHET-CalTax U Apyrux
MHPOPMALMOHHBIX pecypcax 06bLLeobpa3oBaTe/ibHbIX OPraHM3aLnin U OPraHoB, OCYLLECTBAAIOLLMX
ynpasneHue B chepe obpasoBaHua, MHGopmaLmm o 6e3onacHOM NOBEAEHUM N UCNOb30BaHUMU CETU
"NnTepHeT" (panee - MeTogMUECKNE pEKOMEHAALNM).

MeToanyeckne pekomeHaalumMm HanpasieHbl Ha KaYecTBeHHOE MOBbILEHUe YPOBHSA MHGOPMaLMOHHOM
AeaTenbHOCTM 06Ww,eobpa3oBaTe/ibHbIX OPraHM3aLMiA U OPraHoOB, OCYLLECTBAAIOLWMX YpaBAeHMeE B
chepe 0bpa3oBaHusA, B YaCTU MHGOPMUPOBAHUSA yYaLLUXCA, UX poauTenel (3aKoHHbIX NpeacTaBuTeneit)
M NeAarorMyecknx paboTHMKOB 06 OCHOBHbIX acnekTax MHPOPMaLMOHHOW 6e3onacHoCTH.

MeToauueckme pekomeHaaumm no3soaaTt obuieobpasoBaTeNbHbIM OPraHM3aLMAM U opraHam,
OCYLLECTBAAIOLMM ynpaBneHue B chepe 0bpa3oBaHMsA, aKTyaIM3NPOBATb YKe UCNONb3yeEMbIE U
pasmeLlleHHble MHPOPMALMOHHbIE MaTepMabl, TaK 1 MOATOTOBUTL UX B C/Iy4ae UX OTCYTCTBMSA C yYETOM
JIYYLIMX MPAKTUK U peKOMEHZALNN.

B pamMKax MeToguYeckux pekoMeHaaumii paccmaTpuBatoTca caeayolme MHCTPYMEHTbI:

1. UHOOPMALMOHHbIE CTeHAbI;

2. obuumManbHble MHTEPHET-PecypChbl;

3. cpeacTBa MaccoBoi MHGOPMaLMKM (LIKOIbHbIE ra3eTbl, NeJarormieckne UsaaHusa u gpyrue).

MHbopMaUMOHHDIE CTeHAbI



Ha nHdopmaumoHHbIX cTeHAax B 06Le0bpa3oBaTe /ibHbIX OpraHM3aLmax, PacrnosioKeHHbIX B pone
yuYperKaeHUI 1 B KabUHeTax, OCHALLEHHbIX NEPCOHAIbHBIMW YCTPOUCTBAMM A1 BbIXO4A B CETb
"MHTepHeT", peKomeHayeTcA pa3mecTUTb MHPOPMaLMOHHbIE MAMATKM, COAEPKALLME OCHOBHbIE COBETbI
no obecneyeHnto MHGOPMaLMOHHOM HE30NaCHOCTU YHaLLMXCA.

B npuaoxeHun N 1 K MeToan4eckum pekomeHaaumnam npeacrassieH obpasel, namaTkm ann
pa3smeLLeHma Ha MHPOPMALMOHHbBIX CTEHAAX.

CpepcTBa maccoBoit MHGOpMmaLum

B cpeacTBax maccoBoi MHGpOpMaLMK, OPUEHTUPOBAHHbIX HAa 0BYYaIOLLMXCA, PEKOMEHAYETCA B TeYeHue
y4ebHoro roaa perynspHo nybamkosaTb MHGOPMaLMOHHbIE MaTepuabl, MOCBALLEHHbIE OTAENbHbIM
acnekTam MHPopmMaLMOHHOM 6e30NacHOCTH, a TaKKe pasnuyHble NaMATKN 06LLLero xapakrepa.

B cpeacTBax maccoBoit MHPpOPMaLMN, OPUEHTUPOBAHHBIX Ha NeaarorMyeckyto obLecTBeHHOCTb,
peKkomeHAayeTcA B TeYeHMe KaneHaapHoro roga perynspHo nybamMkosatb MHPOPMaLMOHHbIE
MaTepuanbl, NOCBALLEHHbIE OTAENbHbIM acnekTam MHPOPMaLMOHHOM 6e30NacHOCTU KakK
HecoBepLUEeHHOeTHUX, TaK U 06Leobpa3oBaTe/ibHbIX OpraHU3aLMiA, a TakxKe pasauyHble NaMaTKY,
0630pbl HOPMATUBHO-NPABOBOIO PEry/IMPOBaHNA AaHHOMN chepbl U MUHGOPMALUIO O aKTYas/IbHbIX
MeponpUATUAX U cOBbITUAX B AaHHON chepe.

B xoae nposeaeHuns EanHoro ypoka no 6esonacHocTtu B cetu "UHTepHeT" pekomeHayeTcs obecneuntb
BbIMYCK TeMaTUYECKOro BbiNyCKa cpeacTBa MmaccoBon nHbopmaLumm nnbo cepum nybankaumii, cpeam
KOTOPbIX PAaCCMOTPETb OPraHM30BaHHble MepPonpUATUA ANA 06yYaloWMUXCA, X poanTenel (3aKoOHHbIX
npeacrasuTeneit) U negarormyeckoi obLLecTBEHHOCTH.

OdumumnanbHble UHTEepHET-pecypchbl

O6weobpasoBaTesibHbIM OPraHM3aUMAM PEKOMEHAYETCA HA CBOMX oduUManbHbIX MHTepHeT-pecypcax
obecneunTb GYHKUMOHNPOBAHME CAaMOCTOATEIBHOIO 1 CNELMAZIN3NPOBaHHOIO pasaena
"MHpopmaumoHHan 6e3onacHOCTL", B paMKax KOTOPOro NPeayCcMOTPETb PasMeLLLEHME CaeayoLLen
nHpopmaymm:

dopmat
npeAacTaBaeHus
N Pasgen/nogpasaen maTepuanos CopepaHue maTepuanos
PasmeLLatoTca KoNMn LOKYMEHTOB, T.e. CKaHUPOBaHHbIN
BapPWaAHT AOKYMEHTa, COOTBETCTBYOLWMIA TPeOOBAHUAM K
JToKanbHble HoOpMaTUBHbIE napameTpam CKaHMpoBaHMA. PazmellatoTcs
aKTbl B chepe obecneveHus OOKYMEHTbI, PerlaMeHTUpYoLMe OpraHM3aumio 1
MHPOPMaLNOHHOW Konun paboTy ¢ NepcoHaNbHbIMU AAHHbIMM, MIAHbI
6e3onacHocTH OOKYMEHTOB B MeponpuaTuiA no obecneveHnto MHGOPMaLMOHHOM
1.06yyatowmxcs dopmate *PDF  6e3onacHOCTU 0ByYaloLLMXCA U Apyrue.
My6anKyloTCA aKTyanbHble cBeAeHMA 0 pesepanbHbIX U
pervoHanbHbIX 3aKOHaX, MMCbMax OPraHOB BAACTU U
Apyrne HOPMaTMBHO-NPaBOBbIE AOKYMEHTbI,
pernameHTupyolme obecneyeHme MHGOPMaLMOHHOM
6€30MacHOCTM HecoBepLLUEHHONETHUX. JonycKkaeTcs
Konun BMECTO KOMNWUIA pa3meLLaTb MMNepPCccbIIKK Ha
HopmaTtusHoe [OKYMEHTOB B COOTBETCTBYIOLLME A OKYMEHTbI HA CaliTax OpraHoB

2.perynmposaHue dopmate *PDF  rocyaapcCTBeHHOM BAacTw.



Meparornyeckmum

3.paboTHMKam

4.06y4yatowmmces

PoauTtenam (3aKOHHbIM
npeacrasuTensm)

5.06yuatowmxca

[JeTtckme 6esonacHble

6.canTbl

TeKkcT Ha
CTpaHuLUe calita

Konun
OOKYMEHTOB B
dopmare *PDF

TeKkcT Ha
CTpaHuLUe calita

TeKcT Ha
CTpaHULe canTa

TekcTt Ha
CTpaHULLEe canTa

PasmeLlLaloTca meToamMyeckme pekoMmeHaaumnm u
yKasblBaeTcs MHPOPMALIMA O MEPONPUATUAX, NPOEKTaX
W Nporpammax, Hanpas/eHHbIX Ha NOBbILeHNe
MHPOPMaLMOHHOMN rPaMOTHOCTU NeAarormyeckmnx
paboTHUKOB.

Pasmewyaetca MHGOPMaLMOHHAA NamMATKA (MPUIoKeHne
N 2) 1 ykasbiBaeTcs MHPOPMALUA O MEPONPUATUAX,
NPOEeKTax M Nporpammax, HanpaB/IEHHbIX Ha
nosblLleHNE NHGOPMALLMOHHOM rPaMOTHOCTH
obyyvatowmxcs.

Pa3MeLLI,aETCﬂ VIHd)OpMaLI,MOHHaﬂ MNaMATKa (ﬂpMﬂO)'KEHMG
N 3).

Pasmellaetca MHGOPMaLUA O peKoMeHayemMblx K
MCMOJIb30BaHMIO B y4ebHOM npouecce 6e30nacHbIX
calitax, baHHepbl 6€30MacHbIX 4eTCKUX CanToB.

OpraHam, ocyLLecTBAAOLWNM ynpaBieHue B chepe 06pa3oBaHUA, peKOMeHAYETCA HAa CBOMX
odunumanbHbix MHTEPHET-pecypcax obecneynTb GyHKLMOHMPOBAHNE CAMOCTOATENBHOO U
cneumannsMpoBaHHoro pasgena "UHdopmaumoHHan 6e3onacHoOCTb", B paMKax KOTOPOro
npeaycMoTpeTb pasMeLLeHne caeaytowen MHopmaLmm:

MpunoxeHne N 1

NAMATKA

ANA OBYYAIOLMXCA OB UHOOPMALMOHHOW BE3ONACHOCTU AETEN

HE/Tb3A

1. Bcem noapag, coobLuaTb CBOH YaCTHYO MHbOpMaumio (HacToawme ums, pamunumio, TenedoH, agpec,
HOMep LWWKO/bI, a TaKkXe doTorpadun cBou, CBoen cembm U apy3eit);

2. OTKprBaTb B/10OXXEHHbIE d)aﬁl'lbl 3}'IEI-(TpOHHOl7I NOoYTbl, KOr4a He 3HaelWb OTNPaABUTENA,

3. IpybuTb, NPUAMPATLCA, OKa3blBaTb AaBNEHME - BECTU cebs HeBEXK/MBO M arpeccuBHO;

4. He pacnopssalica aeHbramm TBoen ceMbm 6€3 paspelleHmsa cTapLlumx - BCerga cnpawinsan

poautenei;

5. He BcTpeuaiics ¢ MHTEpHET-3HAaKOMbIMU B PeasibHOM KU3HM - MOCOBETYINCA CO B3POC/IbIM, KOTOPOMY

AosepAellb.

OCTOPOXHO

1. He Bce nuwyT npasay. YnTaewsb o cebe Henpasay B MHTepHeTe - coobLmM 06 3TOM CBOMM PoamUTENSAM

NN ONEKYHam,

2. ﬂpmrnamaroT nepenncoiBaTbCA, UrpaTb, obmeHunBaTbCS - npoBepb, HET I NO4BOXa;

3. HesakoHHoOe KonupoBeaHue ¢alinos B MHTepHeTe - BOPOBCTBO;

4. Bcerpa paCCKa3bIBaI7I B3pOC/ibiIMm O rlpo6nemax B CETU - OHWK BCerga nomMoryT,



5. icnonb3yit HaCTPOMKKM 6e30MacHOCTM 1 NPUBATHOCTU, YTOBbI HE MOTEPATbL CBOW aKKayHTbI B COLCETAX
W Apyrux nopTanax.

MOXHO

1. YBaxal g4pyrnx nonb3oBaTene;

2. Monb3yelwwbca MHTEPHET-MCTOYHMKOM - ZIeN1ai CCbIJIKY Ha Hero;

3. OTKpbIBa TONbKO TE CCbIJIKM, B KOTOPbIX YBEPEH;

4. 06WwaTbCA 33 NOMOLLbIO B3POC/bIM - POAUTENN, ONEKYHbI U aAMUHUCTPALLMA CalATOB BCErAa NOMOTYT;
5. Mpoiigm obyyeHune Ha calite "CeTeBMUYOK" M NOsyYM NnacnopT UundpoBOro rpakaaHmHal

MpunnoxkeHne N 2

NHOOPMALIMOHHAA NAMATKA
ONA OBYHAIOLWIKUXCA ANA PASMELLEHUA
HA OPULNA/IbHBIX MHTEPHET-PECYPCAX

C KaKblM rofloM MOJIOAENHMN B MHTEPHETE CTaHOBUTLCA 6O/IbLUE, a LUKOJbHUKN OA4HWN U3 CaMblX
aKTUBHbIX No/b30BaTenei PyHeta. Mexay Tem, NOMMMO OFPOMHOIO KO/IMYECTBa BO3MOXHOCTEN,
WMHTEPHET HeceT U Npobaembl. ITa NamMATKA A0/KHA NOMOYb Tebe 6e30nacHO HaxoAUTbCA B CETHU.

KomnbloTepHble BUPYCbI

KomnbloTepHbIN BUPYC - 3TO Pa3HOBMAHOCTb KOMMbIOTEPHbIX MPOrPamMm, OTANUYUTENbHON 0COBEHHOCTbIO
KOTOPOW ABNAETCA CNOCOBHOCTb K PasMHOXKEHUI0. B 4ONONHEHWE K 3TOMY, BUPYCbl MOTYT NOBPEAUTD
WM NONHOCTBIO YHUUTOXUTL BCe Gaitibl U AaHHbIE, MOAKOHTPOIbHbIE NONb30BATENI0, OT UMEHM
KoToporo 6bl/1a 3anylleHa 3apaKeHHas NporpaMma, a Tak:Ke NoBpeanTb UAN AaXKe YHUUTOXKUTb
onepaLMoHHY0 cucTeMy Co BCeMM darinamm B LLeoM. B 60NbLUMHCTBE C/ly4aeB PacnpoCTPaHAIOTCA
BMPYCbl Yepes MHTEepPHeT.

MeToabl 3aWnTbl OT BPeAOHOCHbIX NPOrpamm:

1. V|CI'IOI'Ib3y17I coBpeMeHHble onepaunoHHble CUCTEMDI, UMerLWne Cepbe3HbIﬁ YpPOBEHb 3allUTbI OT
BPEAOHOCHbIX NPOrpamm;

2. MocToAHHO ycTaHaBAMBal NayuT (ULMdpPOoBbIe 3aNNaTKM, KOTOPble aBTOMATMUYECKM YCTaHaBAMBAIOTCA C
Lenblo AopaboTKM Nporpammsl) U Apyrve 06HOBEHUA CBOEW ONepauMoHHOM cucTembl. CKaumBai ux
TONbKO C 0dpuLManbHOro caita paspabotumka OC. Ecim cywecTByeT peskmnm aBTOMaTUYecKoro
06HOB/IEHNA, BKNIOYM €rO;

3. PaboTait Ha cBOeM KoMMbtoTepe Mo NpaBaMu NOIb30BaTENA, @ HE AAMUHUCTPATOPA. ITO He
No3BO/IMT 60/IbLUMHCTBY BPEeAOHOCHbIX NPOrpamm MHCTaN/IMPOBATbCA Ha TBOEM MEPCOHANbHOM
KOMMblOTEPE;

4. Micnonb3yit aHTUBUPYCHbIE NPOrPaMMHble NPOAYKTbl U3BECTHbIX NPON3BOAMTENEN, C aBTOMATUUYECKMM
obHoBNeHnem b6a3s;

5. OrpaHuyb GpU3MYECcKnii ZOCTYN K KOMNbIOTEPY A8 MOCTOPOHHMX /NLL;

6. Ucnonb3yit BHeWHWE HOCUTENN MHDOPMALMK, TaKME KaK daellka, ANCK uan gpaiin n3s MHTepHeTa,
TO/IbKO M3 NPOBEPEHHbIX NCTOYHUKOB;

7. He oTKpbIBaii KOMNbloTepHble ¢aitfibl, NONyYEeHHbIE N3 HEHAAEKHbIX UCTOYHMKOB. [axe Te dalinsbl,
KOTOpble NPUCaan TBOV 3HAKOMbIN. Jlyylle YTOYHM Yy HEro, OTNPaB/SAA N OH Tebe ux.



Cetnt WI-FI

Wi-Fi - 3T0 He BUA nepeaayn gaHHbIX, He TEXHO/I0TUSA, a BCero Anlub bpeHa, mapka. Ewe 8 1991 roay
HUAEepPNAHACKasA KOMMNaHWA 3apernctpuposana bpeHa "WECA", yTo 0603Ha4ano cioBOCOYETaHME
"Wireless Fidelity", koTopbii nepeBoanTCS Kak "becnpoBogHan TOYHOCTL'.

[o Halwero BpemeHn aowna Apyras abbpesunaTypa, KoTopas ABAAETCA TaKOM e TexHoNornein. 1o
abbpesunatypa "Wi-Fi". Takoe HasBaHMe ObI10 4aHO C HAMEKOM Ha CTaHAAPT BbICLLIEN 3BYKOBOW TEXHUKMU
Hi-Fi, yTo B nepeBoAe 03Ha4aeT "BblCOKaA TOYHOCTbL".

[a, 6becnnatHbli MHTEPHET-A0CTYN B Kade, OTeNAX U asponopTax ABAAETCA OT/IMYHON BO3MOMKHOCTbIO
BbIXOAa B UHTEPHET. HO MHOrMe 3KCnepTbl cuMTatoT, YTo 0bLenocTynHble Wi-Fi ceTn He aBastoTcA
6e30nacHbIMM.

CoBeTbl No 6e3onacHocTM paboTbl B 06wenocTynHbix cetax Wi-fi:

1. He nepepaBsali cBOI IMYHYIO MHbOPMaLMIo Yepes obueaoctynHblie Wi-Fi ceTn. PaboTas B HuX,
»KenaTtesibHO He BBOAMTbL Napo/iM AOCTYNa, I0TMHbI U KaKMe-ToO HOMepa;

2. Ucnonb3yit 1 06HOBAAM aHTUBMPYCHbIE MPOorpammbl U bpaHamayep. Tem cambim Tbl o6e3onacullb
cebs oT 3aKauyku BUpYyCca Ha TBOE YCTPOMCTBO;

3. Mpwu ncnonbsosaHnn Wi-Fi oTkntoun pyHKumio "O6wmin aoctyn K pannam un npuHTepam". [laHHan
dYHKLMA 3aKPbITA NO YMONYAHUIO, O4HAKO HEKOTOPbIE NOJIb30BATENN aKTUBUPYIOT ee AN ya06CTBa
NCnoJib30BaHMs B paboTe nan yyebe;

4. He ncnonb3yi nybamuHein WI-Fl ana nepenayumn NMUHbIX AaHHbIX, HAaNnpMmep 418 Bbixoaa B
COLMA/IbHbIE CETU UM B 3JIEKTPOHHYIO MOYTY;

5. Ucnonb3yit ToNbKO 3alumlieHHoe coeanHeHrme yepes HTTPS, a He HTTP, T.e. npu Habope Beb-aapeca
BBOAM UmeHHo "https://";

6. B mobunbHOM TenedoHe oTkatoum dyHKumto "MoakntoueHme K Wi-Fi aBTomaTtndeckn". He gonyckai
aBTOMaTMUYECKOro NOAKAKYEHMA YCTPOICTBA K ceTam Wi-Fi 6e3 TBoero cornacus.

CouuanbHble ceTu

CouManbHble CETU aKTUBHO BXOAAT B Hallly }KU3Hb, MHOTME N10AN paboTaloT U }KMBYT Tam MNOCTOAHHO, a B
Facebook yxe 3apernctpupoBaH MUAINAPL YENOBEK, YTO ABNAETCA OA4HOM CeabMOM BCeX Kutenemn
naaHeTbl. MHOIMMeE NOb30BaTENN HE MOHUMALOT, YTO MHbOPMaLMA, PasMellleHHaa UMW B COLMaNbHbIX
CeTAX, MOXKeT bbITb HallAeHa M UCMOJIb30BaHa KEM Yro4HO, B TOM Yncsie He obA3aTenbHo ¢ 6iarmmum
HamepeHnamu.

OcCHOBHble coBeTbl Mo 6€30MacHOCTM B COLMAbHbIX CETAX:
1. OrpaHnyb CNUCOK Apy3eit. Y Tebs B APY3bAX HE A0/MKHO 6bITb CyYaHbIX M HE3HAKOMBbIX NOAEN;

2. 3aWwmLalt CBO YacTHYIO XMU3Hb. He yKasbiBai Nnaponu, TenedoHsbl, agpeca, AaTy TBOEro POXKAEHNA U
APYryto IMYHY0 MHGOPMaLMIO. 310YMbILLNEHHUKM MOTYT MCNONb30BaTb AaxKe MHPOPMaLMIO O TOM, KaK
Tbl ¥ TBOM POAUTENN NJAHUPYETE NPOBECTU KaHUKYbI;

3. 3awmuiali cBoo penyTaumio - AepXku ee B YACTOTe U 3a4aBali cebe BONpoc: XxoTen bbl Tbl, YTOObI
Apyrve nosiib3oBaTeNn BUAENU, YTO Thbl 3arpyxaellb? MNogymali, npexae 4em 4To-To onybaMKoBaTh,
HanucaTb U 3arpy3uThb;

4. Ecnv Tbl roBOpULLb C II0AbMU, KOTOPbIX HE 3Haellb, He VICI'IO!'Ib3yi;I CBOe peasibHOE MMA U ApYryto
JTNYHYIO VIHCI)OpMaLI,VIVIZ nMMA, MEeCTO XUTENTbCTBA, MeCTO yLIE6bI 1 npoyee;



5. U3berait pasmeweHma poTorpaduii B MHTepHeTe, rae Tbl M306paxKeH Ha MeCTHOCTU, MO KOTOPOA
MOHO OnpeaeInTb TBOE MECTOMNOJIOXKEHWE;

6. Mpwu peructTpaumm B COLMaNbHOM CeT He0bX0AMMO MCNOIb30BaTb C/I0XKHbIE NAPO/IX, COCTOALLME U3
6YKB U LMP M C KOIMYECTBOM 3HAKOB He MeHee 8;

7. Ana counancHoOM CeTH, NoYTbl U APYrMX CAUTOB HEOBXOAMMO MCNO/b30BaTh PasHble Napoau. Toraa
ecnn 1eba B31OMatoT, TO 310YMbILLIEHHUKM NOAYYaT AOCTYN TO/IbKO K O4HOMY MECTY, a He BO BCe Cpasy.

3ﬂ6KTpOHHbIe AeHbrn

DNEKTPOHHbIE AEHbIU - 3TO OYeHb YA0BHbIN CNOCob MaaTexken, 04HaKO CYLLLECTBYIOT MOLLIEHHWUKMN,
KOTOpble XOTAT NONYUYNTb 3TU AEHbIU.

3ﬂ6KTpOHHbIe AeHbrn noABNANCL coBCEM HEAABHO N MMEHHO M3-3a 3TOIN0 BO MHOTUX rocyaapcreax 40
CnX NOpP HE NPONNCaHO NPO HMUX B 3aKOHaAX.

B Poccum e OHM GYHKLMOHUPYIOT M O HUX Y3Ke NPONUCaHOo B 3aKOHe, rae UX pasaensioT Ha HeCKO/IbKO
BW/0B - aHOHNUMHbIE U HE aHOHUMHbIe. PasHULA B TOM, YTO aHOHUMHbIE - 3TO Te, B KOTOPbIX
paspeluaeTca NPoBoOANUTbL onepaunn 6es naeHTUMdUKaLMmn Noab3oBaTeNs, a B HeaHOHMMHbIX
naeHTMdMKaUmMa Nonb3osaTena asnseTca ob6asaTelbHOM.

TaKKe cnegyeT pas/iMyaTtb 3N1E€KTPOHHbIE GUaTHblE AeHbrM (PaBHbI rOCYAapPCTBEHHbIM BalloTaM) U
3N1EeKTPOHHble HeduUaTHble AeHbIM (He paBHbI rOCYAaPCTBEHHbIM BalloTaM).

OcHoBHble coBeTbl No 6e3onacHom pa60Te C 91EKTPOHHbIMU AEeHbramMmm:

1. MpuBAXKM K cHETY MOBUNbHBIN TenePoH. ITO cambli YyA06HbIN 1 BbICTPbI cnocob BOCCTaHOBUTb
AOCTYN K cyeTy. MNpnBasaHHbIi TenedoH NOMOXKET, ec/iv 3abyaellb CBOW NAaTeXHbIM Napoab Uam
3aliAellb Ha CalT C HE3HAKOMOTO YCTPOICTBA;

2. Ucnonb3yit ogHopa3oBble Naponu. MNocne nepexona Ha yCUAEHHYO aBTopu3aumio Tebe yke He byaert
YrpOXKaTb OMAaCHOCTb KPaXK1 MM NepexsaTa NaaTeXKHoro naposs;

3. Bbibepu cnoKHbili Naposib. MpecTynHUKam byaeT He NPOCTO yragaTth CAOXKHbIM Napob. HagexHble
Nnapo/iv - 3TO NAPO/IN, KOTOPble COAEPKAT He MeHee 8 3HAKOB W BK/IHOYAIOT B cebA CTPOUHble U
NPOnNUCcHble BYKBbI, LMdPbI U HECKONIBKO CUMBOJIOB, TaKME KaK 3HaK Aonnapa, GyHTa, BOCKANLATENbHbIN
3HaK v T.n. Hanpumep, StROng!;;

4. He BBOAM CBOM /INYHbIE JAHHbIE HA CaWTax, KOTOPbIM He A0BepAeLlb.
DNeKTPOHHaA noyTa

DNeKTPOHHAsA NOYTA - 3TO TEXHOIOMUA U NPEAOCTaBAAEMbIE €0 YCAYTU N0 NEePECHIKE U NOAYYEHUIO
3N1EKTPOHHbIX COOBLLEHMI, KOTOPbIE pacnpeaensaoTca B KOMNbOTEPHOM ceTU. OBbIYHO 3NEKTPOHHbIN
NOYTOBbIN ALMK BbIFIAAMUT CAeayowmnm 0bpasom: MMA_MNoNb30BaTeNa @UmMA_AoMeHa. TaKKe Kpome
nepegayn NPOCTOro TEKCTa, MMEETCA BO3MOXKHOCTb nepeAasaTb Gpaibl.

OcHoBHble coBeTbl Mo 6e3onacHoi paboTe C 31EKTPOHHOM NOYTOM:

1. Hago BbIb6pPaTh NPaBUIbHbIM NOYTOBLIN CEPBUC. B MHTEpHETE eCTb OrPOMHbIN BbIGOp BecnaaTHbIX
MOYTOBbLIX CEPBMCOB, OAHAKO /yyLle AOBEPSATb TEM, KOFO 3HAeLlb U KTO NepBblii B PEUTUHTE;

2. He yKa3sbliBait B IMYHOM nouTe MYHYI0 nHbopmaumio. Hanpumep, ayde BbibpaTh
"My3blKanbHbIN_paHat@" nam "pok2013" emecto "temall"”;

3. Ucnonb3yi ABYX3TanHyo aBTOpU3aLmio. 3TO Korga MOMMMO Napoas HYKHO BBOAUTb KOA,
npucbliaemslii no SMS;



4. Bbibepu CNOXKHbIN Napob. A Kaxkaoro NoYTOBOro AWMKA A0MKEH ObITb CBOM HaZeKHbIN,
YCTOMYMBbLIM K B3/IOMY Napoib;

5. Ecam eCcTb BO3MOXKHOCTb HanucaTb camomy CBOW JINYHBIN BOMpPOC, VICﬂOI'Ib3y171 3TY BO3MOXHOCTb;

6. Micnonb3yit HECKO/IbKO NOYTOBbLIX ALLMKOB. MNepBblit AN YacTHOW Nepennckun ¢ aapecataMm, KOTOPbIM
Tbl A0BepsAellb. ITO 3/1IeKTPOHHbIN agpec He HaZlo UCNO/1b30BaTb NPU pPerncTpaumm Ha popymax u
cauTax;

7. He oTKpbIBait daibl v ApyrMe BAOKEHUA B MUCbMAX, AAXKE €C/IM OHWU MPULLAM OT TBOUX APY3e.
Jlydlwe yTOUYHU Yy HUX, OTNPABAAAN K OHM Tebe 3Tu dannbl;

8. MNocne okoHYaHMA pPaboTbl Ha NOYTOBOM CEPBUCE Nepes 3aKPbITUEM BKNAAKM C CAUTOM He 3abyab
HakaTb Ha "BbinTn".

KnbepbynnuHr unm BupTyanbHoe M34eBaTe/IbCTBO

KnbepbynnuHr - npecnegoBaHne coobLLeHNAMM, cogepKalLMMN OCKOpbAEHUS, arpeccuto,
3anyrmBaHme; XyIMraHCTBO; colmanbHoe 6OMKOTUPOBaHME C MOMOLLLbIO PA3/IMYHbIX MHTEPHET-CEPBUCOB.

OcHoBHble coBeTbl No 6opbbe ¢ KnbepbynnMHrom:

1. He 6pocalica B 60i. Jlyuwnii cnocob: nocoBeToBaTbCA KaK cebsa BECTU U, €C/IU HET TOTO, K KOMY
MOHO 06paTUTbCA, TO BHaYasie YyCNnoKoMTbCA. EC/IM Tbl HAYHELWb OTBEYaTb OCKOPBAEHUAMM Ha
0CKOp6/1eHMA, TO TOMbKO elle 6o/blie Pa3oXkKKellb KOHPINKT,;

2. YnpaBnain cBoen Knbeppenytaumnen;

3. AHOHMMHOCTb B CETU MHUMas. CyLLecTBYHOT CNOcobbl BbIACHWUTb, KTO CTOMT 3@ aHOHMMHbIM
aKKayHTOM;

4. He cTOWT BECTM XYIMTAHCKNI 06pa3 BUPTYaIbHOM KU3HKU. IHTepHEeT dUKcMpyeT Bce TBOU AENCTBUSA U
COXpaHAeT uxX. YAanuTb ux byaert KpaliHe 3aTPpyAHUTE/NbHO;

5. Cobntopaii cBOKO BMPTYaNbHYH YECTb CMOIOAY;

6. MITHOpPMpPY eguUHUYHBIN HeraTue. O4HOPa30Bble OCKOPBUTENbHbIE COOBLLEHMA NYdLlEe UTHOPUPOBATD.
O6bIYHO arpeccua NpeKpaLLaeTcs Ha HavaabHOW CTaamu;

7. baH arpeccopa. B nporpammax 0bmeHa MrHOBEHHbIMM COO6UJ,EHMFIMM, B COUMA/NIbHbIX CETAX €CTb
BO3MOXHOCTb 6}'IOKVIpOBKVI OoTnpaBKu COO6UJ,eHMI‘;1 c onpegeneHHbIX aapecos,

8. Ecan Tbl cBMAeTeNb KMbepbynnuHra. TBom AelCTBUA: BbICTYNUTL NPOTUB NpeciesoBaTens, NoKasaTb
emy, YTO ero AeNCTBMA OLLEHNBAIOTCA HEraTUBHO, MOAAEPKATb KEPTBY, KOTOPOW HY>KHa
NCUX0A0rMYecKas MOMOLLb, COOBLMTL B3POC/IbIM O GaKTe arpeccCUBHOIO NOBEAEHMA B CETU.

MobunbHbI TenedoH

CoBpemeHHble cMapTdOHbI U NAAHLWETLI coAep:KaT B cebe BNoHe B3poC/blit GyHKLMOHAN, U Tenepb
OHM MOTYT KOHKYPMPOBATb CO CTaLMOHAPHbIMU KoMbtoTepamn. OLHAKO, CPeacTB 3aLmTbl A5
NoAo6HbIX YCTPOMCTB NMOKa 04eHb Mano. TeCTUPOBAHME U MOUCK YA3BUMOCTEN B HUX NPOUCXOAMUT He TaK
WHTEHCUBHO, Kak ana MK, To ke camoe KacaeTca U MOBUIbHBIX MPUIOKEHWUN.

COBpEMEHHbIe MOBUNbHbIE 6pay3epb| yXe NpakTnyeCkn AorHaan HaCto/sibHble aHa/s10rn, 0AHaKo
pacwunpeHune d)yHKLI,I/IOHaJ'Ia B/1I€YEeT 3a cobol 60l'lbI.IJy}O C/IOXKHOCTb U MEHbBLYHO 3alWMNLLEHHOCTD.

[aneko He Bce NPOM3BOAMTENN BbIMYCKAOT 06HOBAEHMA, 3aKPbIBAOLWMNE KPUTUYECKME YA3BUMOCTM ANA
CBOMX YCTPOWCTB.



OcHOBHble coBeTbl Ana 6esonacHocTM MmobuabHoro TenedoHa:

Huuero He aBnseTca no-HacTtosawemy 6ecnaaTtHbiM. Byab ocToporkeH, Beab Koraa Tebe npegnarator
6ecnnaTHbI KOHTEHT, B HeM MOTYT 6bITb CKPbITbl KAKME-TO NaTHbIe YCayru;

JOyman, npexge yem otnpasuTb SMS, $oTo nnm Buaeo. Tbl TOYHO 3HaELWD, r4e OHWM ByAyT B KOHEYHOM
utore?

HeobxoaMmo 06HOBAATL ONEPALUMOHHYIO CUCTEMY TBOEFO CMapTPOHa;
Mcnonb3yi aHTUBUPYCHbIE NPOrpaMmmbl A5t MOBUIbHbIX TenedoHOB;

He 3arpykait Npua0KeHMs OT HEM3BECTHOTO UCTOYHMKA, BeAb OHM MOTYT COAep KaTb BpegoHOCHOe
nporpammHoe obecneyeHue;

Mocne Toro KakK Tbl BblAELWb C CaiTa, r4e BBOAUA IMYHYIO MHPOPMaUMIo, 3aiam B HACTPOMKK bpaysepa
n ygann cookies;

Mepuoanyeckn NpoBepaAn, KakMe NaaTHble YCAYTM aKTUBMPOBaHbI HA TBOEM HOMEPE;

[aBait cBo HOMep MOBUNLHOTO TeledpOHa TOIbKO OAAM, KOTOPbIX Tbl 3HAELWb M KOMY A0BEpsAeLlb;
Bluetooth gonxeH 6bITb BbIKAKOYEH, KOTAa Tbl UM He Nonb3yelbca. He 3abbiBait MHOrAa NpoBepsTh 3TO.
Online urpbl

CoBpemeHHble OHNANH-UTPbI - 3TO KPpaco4Hble, 3aXBaTbiBaloWMe pa3B/ieyeHuns, 06 beANHAIOLME COTHU
TbICAY YEN0BEK MO BCeEMY MUPY. MIPOKK UccieaytoT AaHHbIM UM MUP, 06LWAaoTCA APYr C APYroMm,
BbINONHAIOT 33J@aHU1SA, CPAXKAKTCA C MOHCTPAMM M MONYYAOT ONbIT. 33 YA0BO/IbCTBME OHWU NAATAT:
MOKyMatT AMUCK, ONIaYMBatoT aboOHEMEHT UK NPUOBPETAIOT KaKMe-To onuuu.

Bce 3T cpeacTBa MAYT Ha NoAAepXKaHWe U Pa3BUTME UMPbl, @ TaKXKe Ha camy 6e30MacHOCTb:
COBEPLLEHCTBYIOTCA CUCTEMbI aBTOPU3aLIMM, BbIMYCKAOTCA HOBble NaTyum (LndpoBble 3anaaTkun ans
nporpamm), 3aKpblBaOTCA YA3SBUMOCTU CEPBEPOB.

B I'IO,CI,06HbIX Urpax CTOnT onacaTbCA He CTOJ/IbKO CBOUX CONEPHUKOB, CKOJZIbKO KPa*Xn TBOEro naposaiAa, Ha
KOTOPOM OCHOBaHa CUCTEMA aBTOpU3aLnn 60NbLWNHCTBA urp.

OcHoBHble coBeTbl N0 6e30NacHOCTM TBOErO UrPOBOro akKayHTa:

1. Ecnv gpyroli urpok eeaet ceba Naoxo uamn cosgaeT Tebe HeNPUATHOCTH, 3abNOKMPYI ero B CNUCKe
NrPOKOB;

2. Moxanyica agMMHUCTPaTOPaM Urpbl Ha N0X0E NOBeAEHNE 3TOTO UTPOKA, KenaTeabHO NPUIoKUTb
KaKMe-TO J0Ka3aTe/bCTBa B BUAE CKPUHOB;

3. He yKasbiBai nyHyto nHbopmaLmio B npodaine urpsbl;
4. YBaaW Apyrux y4acTHWKOB MO UTPE;

5. He ycTtaHaBAuBai HeoduLManbHble NATYU U MOAbI;

6. Vicnonb3yii cnoHble U pasHble Naponv;

7. Jaxe BO BpemMaA Urpbl He CTOUT OTK/tOYaTb aHTUBMPYC. MOKa Tbl UrpaeLlb, TBOM KOMMbIOTEP MOTYT
3apasuTb.

PUWKHT nm Kpaxa JIMYHbIX OaHHbIX



O6bIUHOM Kpaken AeHer U AOKYMEHTOB CEroAHSA Y3Ke HUKOMo He YAUBULLb, HO C Pa3BUTUEM MHTEPHET-
TEXHO/IOMNIM 3/10YMbILUIEHHUKN NepeMeCcTUINCh B UHTEPHET, U NMPOA0/IKAOT 3aHUMaTbLCA "tlobumbim"
OeNoMm.

TaK nosiBUAacb HOBas yrpo3a: MHTEPHET-MOLIEHHNYECTBA UM GULLMHT, FNaBHasA LEeb KOTOPOro COCTOUT
B NOJIy4eHMN KOHPUAEHUMANBbHbIX AaHHbIX N0J/ib30BaTe/IeN - TOTMHOB U Naposiein. Ha aHrMMCKoM A3biKe
phishing unTtaetcsa Kak ¢puwmHr (ot fishing - pbibHas nosns, password - napons).

OcHoBHble coBeTbl No 6opbbe ¢ PULNHTOM:

1. Cneam 3a cBOMM aKkayHTOM. Ecnm Tbl noao3peBaellb, YTO TBOA aHKeTa bblaa B3/loMaHa, To
Heob6xo0aMMO 3ab6/10KMPOBATbL €€ U COOBLLNTL aAMUHUCTPATOPaM pecypca 06 3TOM Kak MOXKHO CKOpee;

2. Ucnonb3yi 6e3onacHble Beb-caiTbl, B TOM YNCAE, UHTEPHET-MarasMHOB M MOMCKOBbIX CUCTEM;

3. Mcnonb3yi CNoKHble U pasHble Napoaun. Takum obpasom, eciv Tebs B3/10MALOT, TO 3/10YMbIWAEHHUKN
noy4aT fOCTYN TOMIbKO K O4HOMY TBOEMY NPOdUILO B CETH, @ HE KO BCEM;

4. Ecnv Tebs B31OMaAn, TO HEO6XoAMMO npeaynpeanTb BCEX CBOMX 3HAKOMbIX, KOTOpble A0b6aBeHbl Y
TebA B ApYy3bAX, 0 TOM, YTO Te6A B3/IOMa/IM U, BOSMOXKHO, OT TBOErO MMeHM ByaeT paccbinatbca cnam u
CCbI/IKM Ha GULINHIOBbIE CalTbl;

5. YctaHOBM HageKHbI naposnb (PIN) Ha MobUNbHLIN TenedoH;
6. OTK/IIOYM COXpaHeHWE Naposia B bpay3epe;

7. He oTKpbiBai ¢paiinbl U gpyrue BAOXKEHUS B MUCbMaX, AAXKE €C/IM OHM NPULLAN OT TBOMX APY3eN.
Jlydlwe yTO4YHU Yy HUX, OTNPABAAAN i OHM Tebe 3Tn danbl.

Umndposan penyTtauma

Uundposan penyrauma - 3To HeraTMBHaA UAM NO3MTUBHAA MHGOpMaLMA B ceTu o Tebe.
KomnpomeTtupytow,ana nHbopmaLma, pasmeLleHHan B UHTEPHETE, MOXKET cepbe3HbiM 06pasom
OTPa3nTbCA HA TBOEWN peanibHOM Xu3HU. "Lindpposas penytaumna” - sTo TBOM UMUAK, KOTOPbIN
dbopmupyetca n3 MHpopmaumm o Tebe B UHTEPHETE.

TBOE MeCTO KUTeNbCTBa, yLIE6bI, TBOE d)VIHaHCOBOE nonoxeHue, ocobeHHoOCTH XapaKTepa U pacCKkasbl O
61M3KNX - BCE 3TO HaKan/MBaeTcA B CETWU.

MHorne noApOCTKN NErKOMbICNIEHHO OTHOCATCA K Ny6AMKaUMmM AMYHOW MHPOPMaLUKN B UHTepHETE, He
MOHMMasn BO3MOMKHbIX MOCIeACTBMIA. Thl AaXKe He CMOMellb A0rafaTbCA 0 TOM, YTo ¢poTorpadus,
pasmelleHHas 5 fIeT Hasag, cTana NPMYMHON OTKasa NPUHATL Tebs Ha pabory.

KommeHTapuu, pasmelleHne TBoux potorpaduii u gpyrue gencrens MoryT He McYesHyTb AaKe nocse
TOrO, KaK Tbl X yAanuwb. Tbl HE 3HAELWb, KTO COXPaHMA 3Ty MHPOPMALMIO, NoMNasaa /iv OHa B MOMCKOBbIE
CUCTEMbI U COXPAHWIACh /1M OHa, A INaBHOE: YTO NOAYMAIOT O Tebe OKpyXKatowue NtoaM, KoTopble
HaMAYT U YBUAAT 3T0. HalTM MHGOPMALMIO MHOTO JIET CNYCTA CMOXKET /Ito60M - Kak 13 4ob6pbIx
Noby»KAEHWI, TaK U C HAMEPEHMEM NPUYNUHUTL Bpea. ITO MOXKET BbITb KTO YyrogHo.

OCHOBHble COBETbI MO 3aLmTe UndpPoBOI penyTaumu:
1. Moaymali, npexae Yem Yto-To Ny6AMKOBATL M NepesaBaTb y cebsa B 610re UK B COLMANLHON CeTH;

2. B HacTpoliKax npoduaa yCTaHOBM OrpaHUYEHUA Ha MPOCMOTP TBOEro NPOdUIA U ero CoAEPHUMOro,
caenam ero TonbKo "gna gpysein';

3. He pasmeLuait 1 He yKasblBali HPOPMaLMIO, KOTOPAA MOMKET KOro-1Mbo ockopbasaTb UK 06UKaTb.



ABTOpCKOe NpaBo

CoBpemeHHble LWWKONbHUKU - aKTUBHbIE NOb30BaTeNN LI,VId)pOBOFO NPOCTPaHCTBA. OAaHaKo ganeko He Bce
3HAKOT, YTO NO/Ib30BaHNE MHOITMMU BO3MOXKHOCTAMUA LI,Md)pOBOI'O mMupa Tp66VET CO6III-OAEHMFI npas Ha
WUHTENNEKTYA/IbHYIO COBCTBEHHOCTb.

TepmuH "MHTenNeKTyanbHana cOBCTBEHHOCTL" OTHOCUTCA K PA3IMYHbIM TBOPEHUAM YE/IOBEYECKOTO YMa,
HA4YMHAA C HOBbIX M306pETEeHMI M 3HAKOB, 0603HAYaOLWMX COBCTBEHHOCTb HA NPOAYKTbI U YCYTN, U
3aKaH4YMBaA KHUramm, potorpadpuamm, KWUHOPUABMAMM U My3blKasIbHbIMW MPOUN3BELEHUAMM.

ABTOPCKMeE NpaBsa - 3TO NpaBa Ha MHTE/IIEKTYya IbHY0 COBCTBEHHOCTb Ha MPOM3BEAEHUS HaYKMX,
NUTepaTypbl U UCKyccTBa. ABTOPCKME NpaBa BbICTYNatoT B Ka4yecTse rapaHTMmM TOro, YTo
WHTENNIeKTYabHbI/TBOPYECKUI Tpya aBTopa He byaeT HanpacHbIM, acT eMy cnpaBeanmBble
BO3MOXXHOCTM 3apaboTaTb Ha pe3y/ibTaTax CBOEro Tpyaa, NoAYyYMTb U3BECTHOCTb U NpU3HaHMe. HUKTO
6e3 paspellieHMa aBTopa He MOXKeT BOCNPOU3BOANTb ero NpousBeeHune, PacnpocTpaHAaTb, NybanuyHo
AeMOHCTPUPOBaTb, MPoAaBaTb, UMNOPTUPOBATL, NyCKaTb B MPOKAT, Ny6ANYHO MCMONAHATD,
MOKasblBaTb/UCMOAHATL B 3dUpe UaM pasmellatb B MIHTepHeTe.

Mcnonb3oBaHue "nnupaTckoro” nporpammHoro obecneyeHma MOXKET NPUBECTU K MHOTMM PUCKaM: OT
noTepu AaHHbIX K TBOMM aKKayHTaM 0 6/10KMPOBKM TBOETO YCTPOMCTBA, FAe YCTaHOB/EHA HenerasbHas
nporpamma. He cTouT TakKe 3abbIBaTb, YTO CYLLECTBYIOT I€rafibHble M BecnnaTHble NPOrPaMmbl,
KOTOPbIE MOYHO HAaNTU B CETMU.

O noprane

CeTeBUYOK.pd - TBOM rNaBHbIN COBETYMK B CETU. 34ECh Thl MOXKELLIb Y3HATb 0 6€30NacHOCTU B CETU
MOHATHbIM M AOCTYMHbIM A3bIKOM, @ NPU BO3SHUKHOBEHUM KPUTUYECKON CUTYaLMKM 0bpaTUTbCA 3a
COBETOM. A TaK¥Ke MPUHATb y4acTMe B KOHKYpPCax U CTaTb CamMbiM LMPPOBbLIM rpaxkgaHMHoOm!

MpunoxkeHne N 3
NAMATKA ANA POAUTENEN Ob UHGOPMALIMOHHOM BESONACHOCTU OETEN

OnpepeneHune TepMmnHa "MHbOpMaLMOHHaA 6e3onacHOCTb AeTei" cogeprkuTca B PeaepanbHOM 3aKOHe
N 436-®3 "O 3awmTe aeteit oT MHGOPMALMK, NMPUYMHAIOLLEN BPes, UX 340POBbIO U pa3BUTUIO",
perympyrowmm OTHOLEHMA, CBA3AHHbIE C 3alUTON AeTel OT MHPOPMaLMK, NPUUNHSAIOLLEN BPes UX
3/10p0Bbt0 U (MnK) passutmio. CornacHo AaHHOMY 3aKOHY "MHpopmMaLuMoHHasa 6esonacHocTb aeTen" -
3TO COCTOSIHME 3aWMLLEHHOCTU, MPU KOTOPOM OTCYTCTBYET PUCK, CBA3AHHbIN C MPUYNHEHMEM
MHbopMaumelt Bpeaa Ux 340p0BbI0 U (Mn) dU3MYecKoMy, NCUXUYECKOMY, AYXOBHOMY, HPaBCTBEHHOMY
pasBuTUIO.

B cuny depepanbHoro 3akoHa N 436-d3 nHbopmaumein, NpUUNHSAIOLWEN Bpes 340Pp0BbI0 U (MnK)
pa3BUTUIO AeTel, ABNAETCA:

1. uHpopmaumsa, 3anpeLleHHan ANA PAcNpPOCTPaHEeHUA cpean AeTel;

2. nHbopmaLma, pacnpocTpaHeHe KOTOPOM OrpaHNYeHo cpeam AeTein onpeaeneHHbIX BO3PaCcTHbIX
KaTeropui.

3. K MHbopmaLmm, 3anpeLLeHHo gaa pacnpocTpaHeHus cpeam AeTei, OTHOCUTCA:

4. iipopmavums, Noby:Raalowasn AeTel K COBEPLUEHUIO AeNCTBUIA, NPEeACTaBAAIOLLMX YTPO3Y UX KU3HU U
(vnn) 300pOBbLIO, B T.U. MPUUMHEHMIO Bpeaa CBOEMY 340PO0OBbI0, CaMoybUncTBy;

5. cnocobHOCTb BbI3BATL Y AETEN KeaHue ynoTpebuTb HapKOTUYECKME CPEACTBA, NMCUXOTPOMHbIE U
(nnn) oaypmaHmBatoLLme BellecTsa, TabauHble U34EUA, aKOFONbHYIO U CNMPTOCOAEPHKALLYIO



npoAyKLUIO, NNUBO N HANMWUTKKU, N3roTaB/iInBaeMble Ha ero OCHOBE; NPUHATb Yy4aCTUe B a3aPTHbIX UTPax,
3aHUMATbCA I'IpOCTVITYLI,VIEl\/‘I, 6p0,CI,FI)KHI/I‘-IECTBOM nnun ﬂOﬂpOWaﬁHMHeCTBOM;

6. 060CHOBbIBAIOLANA UKW ONpPaBAbIBaOLWAA AOMNYCTUMOCTb HACUANA N (MAK) KecToKoCcTU nbo
nobyKaatolan ocyWwecTBAATb HACUNbCTBEHHbIE AeMCTBMA NO OTHOLEHUIO K IOAAM U X KUBOTHbIM;

7. oTpULAIOLWAA CEMEMHbIE LLEHHOCTU 1 GOPMUPYIOLLANA HEYBAXKEHWE K POAUTENSM U (MK) APYTUM
yNeHam cemMbm;

8. onpasAblBaloWan NPOTMBONPaBHOe NoBeAeHUNE;
9. coaeprKallan HeLeH3ypHyto bpaHb;
10. copep:Kawas nHPopmaumo NnopHorpadnYecKoro xapakrepa.

K nHdopmaumm, pacnpocTpaHeHne KOTOPOI OrpaHUMYeHo cpeam AeTei onpeaeneHHoro Bo3pacta,
OTHOCHUTCA:

1. vHpopmaumsa, npeacTaBnaemasn B BUAe M300pakeHns AN ONMCaHUA }KECTOKOCTU, GU3NYECKOTO U
(nnn) Nncnxmnueckoro HacMAMA, NPECTYNNEHUSA UM MHOTO aHTMOBLECTBEHHOrO AeNCTBUS;

2. BbI3bIBalOLWAA Y IeTEN CTPaX, Y¥Kac MU NaHUKY, B T.U. NpeAcTaBasemas B BUAe U306pakeHns unm
OMUCaHUS B YHUXKAIOLWLEN Ye0BEYECKOe JAOCTOMHCTBO GOPME HEHACU/IbCTBEHHOM CMepTH, 3abosieBaHus,
camoybuicTBa, HECYaCTHOro Cay4an, aBapum UK KaTacTpodbl U (MAK) UX NOCNeACTBUIA;

3. npeacTtaBnsemas B Buae n3obpaxkeHns Uam onnmcaHma NoaoBbIX OTHOLIEHU MEXKAY MYKUNMHOM U
YKEeHLWMHOM;

4. copepKalan bpaHHble CN0Ba U BbipaXKeHUs, He OTHOCALLMECA K HeL,eH3ypHol 6paHu.

C yueTom aToro Bam npepanaratotcsa npasuaa paboTbl B ceTM MHTEpHET A1A pa3IMYHbIX BO3PACTHbIX
KaTeropuii, cobaroaeHne KoTopbix N03BOANT 0becneynTb MHPOPMALMOHHYIO 6e30MaCHOCTb BaLLMX
aete.

O6uwue npasuna ana pogutenei

1. He3aBMcKMMO OT Bo3pacTa pebeHKa Ucnonb3yiiTe NporpammHoe obecneyeHne, NomoratoLiee
$UNbTPOBATL M KOHTPOANPOBATb MHPOPMALMIO, HO HE NoNaraTech NOHOCTbIO Ha Hero. Bawwe
BHUMaHWe K pebeHKy - raBHbl MeTo, 3alUmTbl.

2. Echm Baw pebeHoK MMeeT akKayHT Ha 0AHOM M3 coumanbHbIx cepsucoB (Livelournal, blogs.mail.ru,
vkontakte.ru v 1.n.), BHUMaTENbHO U3YUNTE, KaKyIO MHGOPMALMIO MOMELLAIOT Ero Y4aCTHUKKN B CBOMUX
npodunsax u 6norax, BkAoyaa dotorpadpun 1 suaeo.

3. MpoBepbTe, C KAKUMU APYTMMU CaliTaMK CBA3aH coLManbHbIi cepeuc Bawero pebeHka. CTpaHUYKK
Balwwero pebeHKa moryT 6biTb 6€30MacHbIMKU, HO MOTYT U COAEPKaTb CCbIIKM Ha HeXKenaTeNbHble U
onacHble caiTbl (HanpUmep, NOPHOCAMIT, AU CalT, Ha KOTOPOM APYT YNOMUHAET HOMEP COTOBOTO
TenedoHa Bawero pebeHka nam Baw gomaluHuit agpec)

4. NoowpniTe Bawmx aetei coobuiatb 060 BCEM CTPAHHOM WM OTTA/IKMBAIOLLLEM U HE C/IULLIKOM OCTPO
pearupyiTe, Koraa OHUW 3TO AeNatloT (M3-3a onaceHna NoTepATb AOCTYN K MHTepHETY AeTU He roBOpAT
poauTensm o npobnemax, a TakKe MOryT HauyaTb UCMOAb30BaTb MHTEPHET BHE AOMA W LIKO/bI).

5. byapbTe B Kypce ceTeBoW *MU3HU Bawero pebeHka. MHTepecyiTech, KTO UX ApYy3bsA B MIHTEPHET TaK e,
KaK MHTepecyeTecb peaibHbIMU APY3bAMMU.

Bo3pacrt ot 7 go 8 net



B MIHTepHeTe pebeHOK CTapaeTca NOCETUTb Te UM UHbIe CaitTbl, @ BO3MOXHO M YaTbl, pa3pelleHme Ha
noceleHne KOTOpbIX OH He NoaydYnn bbl oT poauTeneit. Moatomy poamTensm ocobeHHo nonesHbl byayT
Te OT4YETbl, KOTOPbIE NPEAOCTABAATCA NPOrPaMMamm No OrpaHNYEHMIO UCNOob30BaHMA MHTepHeTa, T.e.
PoanTenbCKMit KOHTPO/Ib MU TO, YTO Bbl CMOMKETE YBUAETb BO BpeMeHHbIX ¢palinax. B pesynbraTe, y
pebeHKa He ByAeT OLLYLLEHNA, YTO 32 HUM BeAeTCA NMOCTOAHHbIM KOHTPOb, OAHAKO, poauTenn byayt
no-npesKHemy 3HaTb, Kakune caiTbl nocellaet nx pebeHokK. [etm B AaHHOM Bo3pacTe 06/134at0T CUAbHbIM
YyBCTBOM CEMbMW, OHU AOBEPUUBbI U HE COMHEBaKOTCA B aBTopuTeTax. OHU N06AT UrpaTb B cETEBbIE UMPbI
M NyTewwecTBOBaTb N0 MIHTEPHETY, CNO/b3YA 3/EKTPOHHYIO NOYUTY, 3aX0AMTb Ha CalTbl U YaTbl, He
peKkomeHA0BaHHble PpOAUTENAMMU.

CoBeTbl No 6be3onacHOCTU B ceTu MHTepHeT ana aeten 7 - 8 net

1. Co3paliTe CNUCOK AOMALIHWX NPaBWU noceleHns MHTepHeTa Npu yyacTum getel n Tpebyiite ero
BbIMNOJIHEHUSA.

2. TpebyiiTe oT Bawero pebeHKa cobntogeHMA BpeMEHHbIX HOPM HaXOXAEHUA 32 KOMMbIOTEPOM.
MoKaknte pebeHKy, 4To Bbl HabAtogaeTe 3a HUM He MOTOMY YTO Bam 3TO Xxo4eTcs, a NOTOMY YTO Bbl
b6ecnokouTecb 0 ero 6e3o0nNacHOCTU U BCErAa roToBbl My MNOMOYb.

3. KomnbioTep ¢ noakAtodeHneM K MHTEpPHETY A0/KEH HAaXoaAUTbCA B 06Le KOMHaTe nog, NpUCMOTPOM
poauTenen.

4, MCI‘IOI’Ib3y17ITE cneunanbHble AETCKUE NOUCKOBbIE MALLUUHbI.

5. Wcnonbayiite cpeactBa 610KMPOBaHNA HEXXeNaTebHOro KOHTEHTa Kak 4ONoHeHWe K CTaH4aPTHOMY
PoanTenbcKkomy KOHTPOIO.

6. Co3palite cemeliHbli 3N1EKTPOHHbIN AWMK, YTOObI He NO3BOINTL AETAM MMeTb COBCTBEHHbIE agpeca.

7. BnokupyiTte 4octyn K cantam ¢ 6ecnnaTtHbIMM NOYTOBLIMM ALLMKAMM C MOMOLLbIO COOTBETCTBYIOLWLENO
nporpamMmmHoro obecrneyeHus.

8. MNpuyunte aeten copetToBaThCs C Bamu nepes onybaMKoBaHUEM KaKoM-1M60 MHbOpMaLmMK
CPeACTBAMM 3/1IEKTPOHHOM MOYTbI, YaTOB, PETUCTPALMOHHBIX GOPM M Npodunen.

9. Hayumnte geteit He 3arpyKaTb $palinbl, Nporpammbl UanM My3bliky 6e3 Ballero cornacums.
10. He paspeluaiiTe AeTAM UCNONb30BaTb CYKObl MTHOBEHHOTO 06MeHa COOBLLEHUAMM.

11. B "6enbIii" cCNUCOK caiiToB, paspeLleHHbIX 418 NoCeLeHNA, BHOCUTE TOJ/IbKO CaiTbl C XOPOLLEW
penyTauue.

12. He 3abbiBaiiTe 6ecefoBaTh C 4eTbMM 06 UX ApY3baAX B MHTEepHETE, Kak ecv 6bl peyb Wa o Apy3bax
B PeasbHOM KU3HW.

13. He penaitte "1aby" 13 BONnpocoB NONOBOW }KM3HU, TaK Kak B MIHTepHeTe AeTu MoryT nerko
HATKHYTbCA Ha NopHorpaduio uam cantbl "gnsa B3pocabix'.

14. NpuyuuTte Bawero pebeHKa coobLaTb Bam 0 /06bIX Yrpo3ax UAN TPEBOrax, CBA3aHHbIX C
NHTepHeToM. OcTaBalTeCb CMOKOWHbIMU U HAaNOMHNUTE AETAM, YTO OHM B 6@30NacHOCTH, eC/iv Camm
paccKasanu Bam o0 CBOMX TpeBorax. [oxBannTe Ux U NOCOBETYITe NOAONTH elle pa3 B NoA06HbIX
cyyasnx.

BospacTt aeteit o1 9 go 12 net

B aHHOM BO3pacTe AeTH, Kak NPaBuo, yXKe HAcAbIWaHbl O TOM, KaKkaA VIHd)OpMaLI,Mﬂ CyulecTByeT B
MHTepHeTe. Cosepu.leHHo HOPMa/IbHO, YTO OHWM XOTAT 3TO YBUAETb, MPOYECTb, yCAblwaTb. [Tpn aTOM



HY>XHO NOMHWTb, YTO AOCTYN K HEXeNaTe/IbHbIM MaTepUnasiaM MOXKHO J1erKo 3a6ﬂOKMpOBaTb npu
nomoLwm cpencre Pogutenbckoro KOHTpOAA.

CoBeTbl No 6besonacHocTn ans aetert ot 9 go 12 net

1. Co3gaiTe CNMCOK AOMALLHUX NPaBM/ noceleHna NHTepHeT npu yyactum aeten u Tpebyiite ero
BbINO/IHEHMUS.

2. TpebyiiTe oT Bawero pebeHKa cobntogeHNa HOpM HaxoXAEHMA 32 KOMMbIOTEPOM.

3. Habntopalite 3a pebeHKom npu paboTe 3a KOMMNLIOTEPOM, MOKAXKMUTE eMy, YTO Bbl 6ecnokounTech 0 ero
6e30MacHOCTM 1 BCErAa rotosbl OKas3aTb eMy NOMOLLb.

4. KomnbloTep ¢ nogxaoueHnem B UHTEPHET fO/KEH HAaX04UTbCA B 06LLE KOMHATe Nog, NpUCMOTPOM
poauTenen.

5. Ucnonb3ayiite cpeactsa 6/10KMPOBaHMA HEXeNaTeIbHOro KOHTEHTA Kak AOMOJIHEHUE K CTaHAaPTHOMY
PoauTtenbckomy KOHTPOJIIO.

6. He 3a6biBaliTe NpUHMMaTb HENOCPEACTBEHHOE yYacTUe B }KU3HUM pebeHKa, becegoBaTb ¢ 4eTbMMK 06
nX Apy3bax B UHTepHeTe.

7. Hactamsalite, utobbl AETM HUKOTAA HE COrnallancb Ha JIMYHbIe BCTPEYM C Apy3bAMM No NHTepHeTy.

8. MNo3BonAnTe AeTAM 3aX04MTb TO/IbKO Ha caliTbl M3 "6enoro" cnucKka, KOTopbI co3aalitTe BMecTe ¢
HUMM.

9. NpuyunTte AeTeilt HUKOrAa He BblAAaBaTh IMYHYI0 MHGOPMALIMIO CPeACTBAMM SNEKTPOHHOW NOYTHI,
4aToB, CUCTEM MFHOBEHHOrO 06MeHa COOBLLEHNAMM, PEFUCTPALMOHHBIX GOPM, INYHBLIX MPodUIein U Npu
perncTpauumn Ha KoHKypcbl B IHTepHeTe.

10. NMpuyunTte aeTelt He 3arpyxkaTb Nporpammbl 6e3 Bawero paspeleHma. O6bACHUTE UM, YTO OHW MOTYT
C/lyYalHO 3arpy3unTb BUPYCbl AN APYroe Hexenate/bHoe nporpammHoe obecriedeHme.

11. Co3paitTe Bawemy pebeHKy orpaHMYEHHYI0 yY4eTHY0 3anncb Ana paboTbl Ha KOMNbIOTEPE.

12. NpuyuunTte Bawero pebeHKa coobLiaTb Bam O /06bIX Yrpo3ax UAN TPEBOrax, CBA3AHHbIX C
NHTepHeTOM. HanomHuWTe AeTAM, YTO OHM B 6€30MacHOCTU, eCIM CaMM PacCKasasiv Bam O CBOMUX
TpeBorax v onaceHusx.

13. PacckaxkuTe geTam o nopHorpadpum B MHTepHeTe.

14. HactamBaliTe Ha TOM, YTObbI AETU NPeAOCTaBAANM BaM AOCTYN K CBOEM 3/1eKTPOHHOM noyTte, YTobbl
Bbl yOeanaMChb, YTO OHW He ObLLLAOTCA C HE3HAKOMLLAMMU.

15. O6bACHUTE AETAM, YTO He/lb3A UCNONb30BaThb CETb AR XY/IMraHCTBa, PaCcNPOCTPaHEHMA CNAETEH UK
yrpos.

Bo3pact aeteit o1 13 go 17 net

B 3TOM BO3pacTe NOAPOCTKM aKTUBHO MCMO/b3YHOT MOMCKOBbIE MallWHbI, MO/b3YOTCA 3/1EKTPOHHOM
NoYTOM, CNyK6amM MrHOBEHHOTO 06MeHa COOBLLLEHNAMM, CKaUMBAIOT My3bIKY U GUAbMbI. Manbunkam B
3TOM BO3pacTe H60/bLie NO HPaBY CMETaTb BCE OrPAHUYEHUA, OHW XKaxXayT rpyboro tomopa, a3apTHbIX
Urp, KapTUHOK "ana B3pocabix". [JeBoYKM NpeanoUYnTatoT obWwaTbcs B YaTax, MPM 3TOM OHU roOpasgo
60/1ee UyBCTBUTE/IbHbI K CEKCYasIbHbIM AOMOraTeIbcTBam B MHTepHeTe.

3aqaCTy|o B AdaHHOM BO3pPacCTe poaAUTENAM yXKe BeECbMa C/1I0XKHO KOHTPOJ/IMPOBAaTb CBOUX AETeﬁ, TaK KaK
06 MHTepHeTe OHMU yXe 3HaKT 3Ha4YUTENbHO 6onblie cBOMX pO,EI,I/ITEfIEVI. Tem He meHee, He OTI'IYCKBI?ITE



netelt B "'cBobogHoe nnasaHue" no NMHTepHeTy. CTapaiiTecb akTUBHO y4acTBOBaTb B 06LeHMN pebeHKa B
MHTepHeTe.

BarkHO no-nperkHemy cTporo cobntogath npaBuna MHTepHeT-6€30MacHOCTM - CornalleHmne Mexay
poautenamm n aetbMmu. Kpome Toro, HE06X04MMO Kak MOMKHO Yalle NPOoCMaTpMBaTb OTYETHI O
aeatenbHocTu aeteit B MHTepHeTe. Cneayet 06paTtuTb BHUMAHME HAa HEOBXOAMMOCTb coaepKaHuMA
poAUTENBCKMX Napose (naponei agMUHUCTPATOPOB) B CTPOrOM CEKpeTe M 06paTUTb BHUMaHKUE Ha
CTPOroCTb 3TUX Napone.

CoBeTbl No 6e3onacHOCTM B 3TOM Bo3pacTe oT 13 go 17 net

1. Co3paliTe CNUCOK AOMALLIHWX NPABWU NoceleHns MHTepHeTa Npu y4acTm NoApoCTKOB U Tpebyiite
6e3ycnoBHOro ero Bbino/HeHMA. ObrosBopuTe ¢ pebeHKOM CNUCOK 3anpeLLeHHbIX caiToB ("YepHblit
cnucok"), yacbl paboTbl B UHTEepHETE, PYKOBOACTBO NO 061LeHMI0 B HTepHeTe (B TOM YMcae B YaTax).

2. KOMFIbPOTep C NOAKNHOYEHNEM K CETU MHTepHeT AO0/XKEeH HaxoaunTbCA B O6LI.I,€ﬁ KOMHaTe.

3. He 3abbiBaiiTe 6eceaoBaTth € AeTbMU 06 UX APY3bsAX B UHTEpHETE, O TOM, YEM OHM 3aHATbI TAKUM
obpasom, byaTo pedb UAET O APY3bAX B peasnbHOM XKu13HWU. CnpalumMBanTe o NI0AAX, C KOTOPbIMKU AETH
obLatoTcs NocpeAcTBOM C/Y»KO MIHOBEHHOTro 0bmMeHa coobLeHMAMM, YTOObl yoeanTbes, YTo 3TU itoau
MM 3HaKOMbl.

4, MCI‘IOI’Ib3y17ITE cpenctea 6ﬂ0KMpOBaHMF| HeXenateNbHOro KOHTEHTAa KakK A0OMNO/IHEHNE K CTaHAAPTHOMY
Poantenbckomy KOHTPOAIO.

5. Heob6x0AMMO 3HaTb, KAKMMM YaTaMK NOAb3YIOTCA Bawwn aetn. MoowpaiiTe UCNonb3oBaHWe
MOJEPUPYEMbBIX YAaTOB U HAacTanBalTe, YTobbl AETM He 06LWANANCL B MTPUBATHOM PEKUME.

6. Hactamnsalite Ha ToMm, yTOObI AEeTN HNKoraa He BCTped4ancCb IMYHO C APYy3bAMU U3 CETU MHTEpHeT.

7. NpuyunTe geTel He BblAABaTb CBOO NUHYIO MHPOPMALMIO CPEACTBAMM 31EKTPOHHOM NOYTbI, YaToB,
CMCTEM MFHOBEHHOTo 06MeHa CoOBLWEHMAMM, PETUCTPALMOHHBIX GOPM, INYHBIX Npodunelt n npu
perncTpaumnmn Ha KoOHKypcbl B MIHTEpHeTe.

8. MpuyunTe aeTelt He 3arpy:katb Nporpammsl 6e3 Bawero paspelleHuns. O6bACHUTE UM, YTO OHU MOTYT
CNY4YaliHO 3arpy3nTb BUPYCbl UAK APYrOe HexenateabHoe NporpammHoe obecneyeHue.

9. NMpuyunTe Bawero pebeHKa coobliaTb Bam 0 Nt06bIX Yrpo3ax UK TPeBorax, CBA3aHHbIX C
MHTepHeToM. HanomHuTe 4eTAM, 4TO OHM B 6@30NacHOCTU, eCIM CaMM PacCKa3aaun Bam, O CBOMX yrpo3ax
nnu Tpesorax. MoxsaauTe Ux M NOCOBETYNTE NOAOWTH eLle pa3 B NOA06HbIX CAyYasX.

10. Pacckaxute getam o nopHorpadum B MHTepHeTe. Momormte Mm 3aWwmUTUTLCA OT cnama. Hayuute
NoAPOCTKOB He BblAaBaTb B MHTepHeTe cBOero peanbHOro a1IeKTPOHHOIO aapeca, He OTBeyaTb Ha
HerKenaTeslbHble MMCbMa U UCMNO/1b30BaTb CNeLunanbHble NOYTOBble GUABLTPBI.

11. NpuyuunTte cebs 3HAKOMUTLCA C CaNTaMM, KOTOPbIE MOCELLAIOT NOAPOCTKM.

12. HayuuTe geTelt yBaKaTb APYruUX B MHTepHeTe. Yb6eamTech, YTO OHM 3HAIOT O TOM, YTO Npasuaa
XOPOLLEro noBeseHnn AeUCTBYIOT BE34E - [aXKe B BUPTYa/IbHOM MUpe.

13. O6bACHUTE AeTAM, YTO HU B KOEM C/lyYae Hesb3A UCNoab30BaTb CeTb ANA XYyAUraHCTBa,
PacnpoCTPaHeHUs CNIETEH UK YTPO3 APYTUM NHOLAM.

14. Obcyaute ¢ NoapOCTKaMmM NPob6aeMbl CETEBbIX a3aPTHbIX UFP M UX BO3MOXKHbIN pUCK. HanomHuTe,
YTO AETU HEe MOTYT UrPaTb B 3T UTPbl COMTACHO 3aKOHY.



MoCTOAHHO KOHTPOANPYITE UCNob30BaHMe UHTepHeTa Bawmm pebeHkom! 3To He HapyLieHue ero
JIMYHOTO NPOCTPAHCTBA, @ Mepa NPeAOoCTOPOXKHOCTM U NPoaBAeHMe Baliein poautenbCKoi
OTBETCTBEHHOCTM U 3a60Tbl.



